Abstract-In this paper, we propose an optimal beamforming scheme for secure communication in a full duplex (FD) wireless powered communication (WPC) system. In the proposed scheme, the power beacon transmits an energy signal to a source which acts as a jamming signal to an eavesdropper. We formulate an optimization problem to find an optimal beamforming for the power beacon and propose an algorithm to solve the problem. Simulation results show the secrecy performance of FD WPC system with the proposed beamforming scheme.
I. INTRODUCTION
Wireless powered communication (WPC) applies wireless energy transfer to conventional wireless communication systems. In the WPC systems, an energy-constrained source communicates with a destination by using harvested energy from a dedicated energy source, e.g., power beacon [1] .
Many previous works focus on half-duplex (HD) WPC systems where energy and information are transmitted over different time/frequency resources. In [2] , resource allocation in multi-user HD WPC system is considered. In [3] , [4] , resource allocation and beamforming is considered to maximize the secrecy performance.
Full-duplex (FD) WPC systems are recently considered to improve spectrum efficiency [5] - [7] . When an eavesdropper tries to intercept the information in the FD WPC systems, the energy signal from the power beacon acts as a jamming signal to the eavesdropper as well as interference to the destination. It is necessary to properly control energy transmitted to the source and eavesdropper via energy beamforming to maximize secrecy performance.
To the our best knowledge, there exists only one work considering secure communication in the FD WPC system [8] . However, that work neglected the ability of the power beacon as a jammer to an eavesdropper.
In this paper, we consider a full-duplex (FD) WPC system in which the signal of a power beacon acts as a jamming signal at an eavesdropper. We propose an optimal energy beamforming at the power beacon to maximize the worst-case secrecy rate The rest of this paper is organized as follows. In section II, the system model is described. In section III, the optimization problem is formulated and an algorithm to obtain its solution is proposed. In section IV, the simulation results are shown. Finally, conclusions are drawn in section V.
II. SYSTEM MODEL
Consider a full-duplex (FD) wireless powered communication (WPC) system consists of a power beacon P B, a source S, a destination D, and an eavesdropper E as shown in Fig. 1 . Suppose that the power beacon has N P B transmit antennas, and the source has a transmit antenna for information transmission and a receive antenna for energy harvesting. Suppose that both the destination and eavesdropper have a receive antenna.
Suppose that transmission takes place in frames of length T . In each frame, the power beacon transmits an energy signal x P B ∈ C NP B ×1 with power P P B . The source harvests energy from the energy signal and simultaneously transmits to the destination an information signal x S with power P S while the 978-1-5090-5935-5/17/$31.00 ©2017 IEEE eavesdropper tries to intercept the transmitted signal from the source. In addition, the source harvests energy from its own transmitted information signal. The transmitted energy signal from the power beacon acts as an interference to both the destination and the eavesdropper.
Assume that all channels remain constant during a frame and vary independently from one frame to another. Assume that all channels have an additive white Gaussian noise (AWGN) with zero mean and variance σ 2 . h P B,X ∈ C N P B ×1 , X ∈ {S, D, E}, is the channel vector from the power beacon to the node X, and h S,X is the channel coefficient from the source to the node X.
The energy signal x P B is a complex Gaussian random vector with zero mean and covariance matrix Q [9] . The amount of harvested energy at the source during a frame is given by
where η is the energy harvesting efficiency, E[·] stands for expectation, and (·) H stands for Hermitian transpose.
The source uses the harvested energy to transmit the information signal x S . The transmit power of the source is given by
or equivalently
The received signal at the destination is given by
where n D is an AWGN. The received signal at the eavesdropper is given by
where n E is an AWGN. From (3), (4), and (5), the received SINRs at the destination and eavesdropper are given by
and
respectively. From (6) and (7), the secrecy rate of the system is given by [10] 
where
Assume that the power beacon has imperfect CSI of the channel from the power beacon to the eavesdropper and that from the source to eavesdropper, whereas the power beacon has the perfect CSI of the other channels. Letĥ P B,E and h S,E denote the imperfect CSI of the channel from the power beacon to the eavesdropper and that from the source to eavesdropper, respectively. Define the errors of the imperfect CSI as
respectively. Assume that ∆ P B and ∆ S are bounded in the following regions [11] :
respectively, where ε P B and ε S are corresponding error bounds which are known at power beacon P B.
The errors due to the imperfect CSI affect R E so that it is rewritten as
. The worst-case secrecy rate is defined as (14) , shown at the first top of next page.
III. ENERGY BEAMFORMING

A. Problem Formulation
To maximize the worst-case secrecy rate in (14) , the problem to find the optimal covariance matrix Q is formulated as (15), shown at the second top of next page. the constraint (15b) is transmit power constraint at the power beacon and the constraint (15c) is the positive semi-definite constraint of covariance matrix Q, and tr (·) is the trace function.
The problem (15) is non-convex and difficult to solve directly. We introduce an auxiliary variable t and reformulate the problem (15) as
The problem (16) is divided into the following two subproblems. First, find the optimal covariance matrix given a fixed
H(t) = max
s. t.
Second, find the optimal value of t:
B. Solution to Subproblem (17)
After some algebraic manipulations, the problem (17) is equivalently simplified as
In the left hand side of (19b), we have the following inequality:
where (20a) follows from the triangle inequality and (20b) follows from (12) , and both inequalities (20a), (20b) become equalities when ∆ S = ε SĥS,E /|ĥ S,E |.
Based on the inequality (20b), the problem (19) is reformulated as
To tackle the non-convexity of the linear-fractional function (21a), we use the Charnes-Cooper transformation which transforms the linear-fractional function (21a) to a linear function [12] . Also, the non-convex constraint (21b) is transformed to linear matrix inequality by using S-procedure [13] . Let u = 1/(σ 2 + h H P B,D Qh P B,D ) and W = Q/u. By using the Charnes-Cooper transformation and the S-Procedure, the problem (21) becomes a semi-definite programming problem (22) at the top of next page, where I is an identity matrix. The problem (22) can be solved by a convex programming tool, e.g., CVX.
C. Solution to Subproblem (18)
The problem (18) is single-variable non-convex problem so that the problem (18) is solved by one dimensional exhaustive search over (0, t max ]. t max is derived as follows:
where (23a) follows from the fact that the secrecy rate should be nonnegative in (17a), and (23c) follows from the matrix trace inequality in [14] . The overall process for solving the problem (15) is described in Algorithm 1. Compute H(t i ) from the objective function of (17a).
IV. SIMULATION RESULTS
Consider a full duplex (FD) wireless powered communication (WPC) system where energy and infromation are simultaneously transmitted over the same frequency band. Suppose that the energy harvesting efficiency η = 0.8 and the noise variance σ 2 = −70 dBm. As in [5] , assume that h S,S = 10 random variables with zero mean and variance λ 2 = −50 dB. Fig. 2 . shows the average secrecy rate versus transmit power P P B . In Fig. 2 , the average secrecy rate of the half-duplex (HD) WPC system is also depicted for comparison. In the HD WPC system, the energy and information are simultaneously transmitted over different frequency bands, and the power beacon employs the maximum ratio transmission (MRT) to maximize harvested energy at the source. It is shown that the average secrecy rate increases as P P B increases whereas the average secrecy rate decreases as the normalized error bound α increases. It is shown that the FD WPC system achieves higher average secrecy rate than the HD WPC system for α = 0, 0.2, and 0.6. Fig. 3 . shows the average secrecy rate versus the normalized error bound α. It is shown that the average secrecy rate increases as N P B increases whereas the average secrecy rate decreases as the α increases.
V. CONCLUSION
We consider the full-duplex (FD) wireless powered communication (WPC) system in the presence of an eavesdropper. We formulate an optimization problem to obtain optimal beamforming when the power beacon has imperfect CSI of the channel from the power beacon to the eavesdropper and that from the source to the eavesdropper. To solve the problem, we divide the problem into two subproblems and solve them separately. Simulation results show that the FD WPC system with optimal beamforming at the power beacon achieves higher secrecy rate than the half duplex WPC system with maximal ratio transmission at the power beacon.
